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THE OPERATIONAL INTELLIGENCE PLATFORM FOR INDUSTRIAL CYBERSECURITY ,
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From Visibility =
to Understandmg, .

Industrial environments generate enormous volumes of dataf Very. lgﬂé‘ At
becomes understanding. ASTRICS turns industrial teIemetr‘VmiG bne shared
operational understanding — read by every capability in the platform.

i

ONE PLATFORM - ONE LANGUAGE - ONE SOURCE OF TRUTH
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THE PROBLEM

You can see every asset.
You still can't answer the question.

When a critical decision has to be made, teams still reach for spreadsheets,
manual processes and institutional knowledge to work out what the data IR R a T AN TG MEATS T
actually means.

B Why an asset exists B What process it supports

Visibility answers what. = Who owns it = How critical it is
I ] f - . .

It rarely eXplalnS Why. What depends on it How it communicates

B What business impact it carries ® Which regulatory obligations
Industrial operations are more than connected devices. Every asset supports a apply
process. Every process supports a business outcome. Every decision carries
operational, financial and regulatory consequences. Without context, even the
most advanced telemetry is just data.
Alerts ranked by severity, not consequence Compliance rebuilt before every audit Every team keeps its own spreadsheet
Severity says how bad the bug is. It says nothing about Evidence assembled by hand from registers nobody Security, engineering, operations and compliance each
what fails when the asset does. trusts — then set aside until next year. hold a different version of the same estate. None of

them agree.
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THE SHIFT

The challenge isn't seeing more.
It's understanding more.

Traditional platforms were built to answer one question — and they 01
answer it well:
02

“What happened on the network?”
03

Industrial organisations have always spoken different languages. 04

Security teams discuss vulnerabilities.

Engineers discuss assets. 05
Operations discuss uptime.

Executives discuss business risk.

Compliance teams discuss regulations. 06

ASTRICS brings them together through one operational model —
and answers the questions that follow.

07

08

What happened?

Why did it happen?

What operations are affected?

What business processes are impacted?
Who owns the affected assets?

What risks should be prioritised?

Which compliance obligations are involved?

What should happen next?

That shift turns cybersecurity from an isolated technical function into an operational capability the whole organisation can use.
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THE ASTRICS DIFFERENCE

Not another OT security platform.

Most OT platforms discover assets, decode protocols and generate alerts — then stop. ASTRICS starts where they stop.

Discover assets — Understand operations

Decode protocols — Create operational context

Generate alerts — Deliver actionable intelligence

Technical dashboards — Business, operational and compliance intelligence
Multiple disconnected tools — One integrated operational platform

Manual asset enrichment — Continuous active enrichment

Interaction visualisation — Complete architecture and network diagrams
Separate Syslog platform — Native event log collection and analysis
Compliance reporting — Continuous compliance assurance

Technical data — Shared operational understanding
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THE INTELLIGENCE CORE

Powered by the
ASTRICS Intelligence Core.

Every capability in ASTRICS is built on a single intelligence foundation that
continuously understands industrial assets, communications, operational
processes, business dependencies and governance requirements. Rather than
keeping separate datasets for security, operations, compliance and reporting,
ASTRICS enriches one shared operational model — and every decision across
the platform is made from it.

Operational
Business

Architecture

Governance
Compliance

Threat

The role every asset plays within industrial processes.

Ownership, criticality, business services and operational
priorities.

Where assets belong and how they communicate across zones
and conduits.

Lifecycle status, accountability and organisational responsibility.

Alignment with IEC 62443 and organisational requirements,
through active enrichment.

Threats prioritised by operational impact — not technical
severity alone.

One Intelligence Core.
One Operational Model.
One Trusted Source of Truth.

ASTRA CYBER

SECURITY

ASTRICS PRODUCT BROCHURE

Operational
CONTEXT

Business
CONTEXT

Threat

CONTEXT

ASTRICS

Intelligence Core

Architecture
CONTEXT

Compliance
CONTEXT

Governance
CONTEXT
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HOW IT WORKS

One understanding.
Layered, not stitched.

ASTRICS layers intelligence progressively. Each layer reads the one beneath it and enriches it for the one above — raw industrial data in, operational decisions out.

Operational Workflows - Risk Assessment - Al Assistant - Dependencies - Impact Analysis - Lifecycle
Management

Operational Intelligence

DECISIONS

Context Inte"igence — the ASTRICS Operational Context - Business Context - Asset Metadata - Active Enrichment - Criticality - Ownership -
g H . .
Intelligence Core Relationships
< Industrial Intelligence Protocols - Communications - Threat Intelligence - Behaviour Analytics - Syslog - Event Analytics - Vulnerability

Intelligence

Industrial Environment Assets - Controllers - Networks - Endpoints - PLCs - HMIs - Servers - lloT

Every dashboard, alert, workflow, compliance report and Al answer references exactly the same operational understanding.
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Four disciplines.

One operational model.

ASTRICS is organised the way industrial teams already work — and every discipline reads the same Intelligence Core.

Understand

Every asset is continuously enriched with
operational, business, architecture,
governance and compliance context — so
ASTRICS knows what each device does for
the plant, not just that it exists.

BUSINESS OUTCOME
One Operational
Understanding

ASSET INVENTORY - ASSET PASSPORT
SINGLE LINE DIAGRAMS

Protect

Communications, protocol behaviour,
events, threat and vulnerability intelligence
are read inside the operational context they
occur in — so every detection is ranked by
consequence, not severity alone.

BUSINESS OUTCOME

One Security Posture

RISK QUEUE - EVENTS & SYSLOG

Everything becomes part of one continuous operational discipline.

ASTRA CYBER SECURITY ASTRICS

PRODUCT

BROCHURE

Orchestrate

An alert can become an investigation, a
maintenance job, a risk assessment, a
compliance review, a change request or an
executive decision — all from the same
understanding. Built-in Al answers in plain
language.

BUSINESS OUTCOME

One Coordinated
Response

OPERATIONAL ASSISTANT - WORKFLOWS

Govern & Assure

Architecture, asset lifecycle, operational
risk, IEC 62443 alignment and compliance
posture are validated continuously —
governance embedded in everyday
operations, not an annual reporting
exercise.

BUSINESS OUTCOME

One Trusted Operational
Record

COMPLIANCE - ZONES & CONDUITS

INCIDENTS
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PRODUCT

THE

THE PRODUCT

One understanding.
Every screenreads it.

The asset register, the architecture diagrams, the risk ranking, the compllance verdlcts and .
the Al answers are all views of one dataset — not separate products stitched together. The —
pages that follow are concept views of the platform.
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Fleet Command ~ Allr
+ Fleet Command

Fleet Command ey

12¢

Export board pack

One posture number per obligation, across Asset Inventory \ER CONTEXT CEA 2026 READINESS SBEN GRITICAL FINDINGS MEAN EVIDENCE AGE
every site — built to answer "are we defensible Network Topology 14,206 4 31

today, and where are we not” in seconds, not in Single Line Diagrams " 98.2% CLASSIFIED 25 . T

a reporting cycle. R

Risk Queue

Ch. Ill — Asset register & critical-system classification b Ballari TPS — Unit 3
. ) Ch. IV — OT isolation & t evel segmentation 8 Hoskote 220kV GSS —
G Read Iness by cha pter o e
. Siriliarice Ch. VI — Policy, access control & backup 7 —
Each control area scored and weighted by : i _— Peenya 110k GSS .
. 4 - Ch. VIl — Vendor BOM & patch-support evidence
the assets actually in scope, so the weakest Pavagada Solar — BIk C

Incidents

obligation is obvious.

Assistant

e Impact-ranked attention list

What needs a decision today, with the plant R S T
consequence and the statutory clock beside
|t CRITICAL Firmware drift from approved baseline gfLAY—LC-E‘ L 132kV incoming line protection 6 DAYS LEFT

Engineering workstation dual-homed to corporate VLAN ENG-WKS-01 - Ballari TPS Ao S S e e 11 DAYS LEFT

Unsupported firmware — vendor EOS declared --AC! x7 Turbine auxiliaries, no patch path 28 days

e Evidence age as a first-class metric
If evidence is stale, the posture is a guess —
so freshness is measured and shown.

14 assets with no accountable owner recorded eenya 1. Ch. Ill register incomplete 28 days

® MEDIUM Config backup older than policy window Siaianie y-time objective at risk 84 days R. lyer

6-HOUR REPORTING READINESS MANAGED OT SOC ASTRA WATCH NEXT AUDIT WINDOWS
12 Hosks Y 14 Oct 2026
Ballari TPS it 3 02 Nov 2026
Bidadi CCPP 28 Nov 2026
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RELAY-102

Fleet Command

Asset Passport 5 L s vy || o (R

* Asset Inventory

One asset's complete operational record — 2 S vk aoriy

and every value on it carries its source, so an Single Line Diagrams
auditor can follow any figure back to where it i
came from. ' s s va2.1 (rify) (ise v, g

Events & Syslog

HEALTH & STATUS WHAT DEPENDS ON THIS ASSET

Protection relay pisc 62 DEGRADED
1. port 12

ABB REF615 DIsC

10.10.4.15 - VLAN 40 bisc

Level 1 — basic control ENRICH

Provenance on every attribute L Complance _ ——

Discovered on the wire, enriched by ‘ S i — e o a1
ASTRICS Intelligence, or declared by a
named human owner.

Critical — single-point  DECLARED
Incide e

R. lyer, Protection Eng. DecLARED
Assistant sionec 14 Mar 2019 = DECLARED

Workflows

e Blast radius, not just severity

What this asset protects and what fails with it
. . ATTRIBUTE LINEAGE — WHO CHANGED WHAT, AND ON WHAT AUTHORITY COMPLIANCE MAPPING AS ANT — ASKED ABOUT THIS ASSET
— modelled from declared relatlonshlps. ho i . “Approved baseline for this model is v4.1.3, set by R.

lyer on 11 Feb 2026. The running firmware changed at
07:55 today with no change record — so this is drift, not

Attri bute Iineage firmware.running v 2 Efnnf\g ?,Elé : an approved upgrade. It protects TRF-01, which makes
Wh h d h t h d h s 5 Ch. VI FAILED ita Ch. VI failure with a 30-day closure clock.”
O Changed whnat, when, and on whose
authority: the audit trail Chapter IX actually firmeare bassline  —~ -y 20560244, | oEcuaReD A —
asks for o PARTIAL

FAILED source: config poll 07:55  source: baseline record

criticality 5 DECLARED

purdue.level — — Level1 3 p col role ENRICH
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132kV Yard
Fleet Command

Single Line Diagram
with Asset Context O

Network Topology

* Single Line Diagrams

Overlay IS H o

Risk Queue b5 ) TRF-01 - 100 MVA
The engineer's own drawing, alive. Cyber Events & Syslog S T T
context is painted onto the layer operators R. tyer

Compliance 6 days to closure

already think in, so a finding reads as a bay, a
transformer and a load.

Zones & Conduits
Open passport

Generated from the live register Aosstant

The diagram cannot drift from reality the way oo o

a CAD file left in a drawer does. il ‘ ;i = ; » Rt
a Plant mapped to cyber assets e

148 cyber assets tied to 41 primary plant

items — the mapping is the deliverable.

YARD ROLL-UP

41741
148
20f6

BAY ROLL-UP — PRIMARY PLANT MAPPED TO CYBER

4 min ago

e Exportable as evidence L-Line ABB REF615 . 132kV line
The Same V|eW an engineer reads IS the Capacitor bank Schneider P3F30 25 MVAr cap
artefact an auditor aCCthS. Feeder Siemens 7582 33KV feeder

Firmware drift from
approved baseline R. lyer
v4.1.3

TRF-01 - 100
MVA

Incoming line ABB REF615

Feeder Schneider P3F30

Spare - not in service
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All sites
Fleet Command

Sites:E Redions CEA 2026 readiness — 71% acro

Compliance Console —
CEA 2026 & IEC

Framework: CEA 2026 IEC 62443 NCIIPC

Asset Inventory CONTROLS MET PARTIAL FAILED

Network Topo 148 37 24

EVIDENCE ARTEFACTS AUDIT BUNDLE

62443 |

Compliance as a live state rather than an ‘ Events & §
annual project: every control carries its current
verdict, the evidence behind it, and the clock
attached to any failure.

Compliance

Control-by-control verdicts
Recomputed continuously from live context,
not reconstructed the week before an audit.

Findings with statutory clocks
Chapter IX gives 30 days on critical findings
— the ledger counts them down.

The bundle an auditor receives
Register, verdicts, lineage and closures,
generated rather than assembled by hand.

ASTRA CYBER SECURITY ASTRICS PRODUCT BROCHURE

Single Line Diagrams

» EVIDENCE GAPS

ONTROL STATE

Maintain a cyber asset register for all
critical systems

Classify systems as critical /| non-c
reviewed annually

Physically isolate OT from IT and the
internet

Trust-level segmentation with dedicated
perimeters

Remote operation only from within India,
board-approved

CISO and alternate appointed, resident,
15+ yrs experience

Round-the-clock Information Security
Division inside India

Approved-baseline configuration
management

Cyber crisis management plan, tested
annually, non-repeating

Vendor bill of materials per CERT-In
guidance

Vendor patch support for contract or
system life

Critical findings closed within one month
+ sl

Live register - 1.
owner + critic

0 nduit mod
onduits as declared

Session log ions outside
Appointment records - both roles
filled

ASTRA managed OT SOC - 34
of 128 sites under retal

Baseline vs running config - 1
drift open

Tabletop record 18 Jun 2026 -
scenario log

BOM on file for 41% of in-scope
equipment

EOS ons - 7 assets
unsupported

Finding ledger - 8 d in
window

4 WITH CLOCKS

FAILED

PARTIAL

PARTIAL

PARTIAL

FAILED

FAILED

FAILED

® PARTIAL

84 days

84 days

84 days

84 days

Ready

IEC 3 SECURITY LEVEL — ACHIEVED v

TARG

FR1 - Identif

tem integrity
L]

d data flow

bility

G LEDGER

control verdict

6D LEFT

11D LEFT

® 28D LEFT

e CLOSED

each attribute, and the closure record for every find

generated, not bled
registercsv  verdicts.pdf

closures.pdf

nd the week before.

lineage.json
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UNDERSTAND & ASSURE

The register, and the architecture it has to prove

Asset Inventory X . LIVE Unit 3 — architecture validation

Asset register — 1,284 assets in scope Bulkasaign ower Srepaiot A Architecture validation — Unit 3

kY Purdue: L1-L2

RELAY-102
RELAY-101

BCU-04

TRF-D1-MON

RTU-GW.01

HMI-SCADA-01

SW.PROC-A1

SW-STN-CORE

RELAY-205 g * MEDIUM - LE] o 5 BOP | Auiliaries
MEM-BUS-A B, » MEDIM

ENG-WKS-02 " - " 2 * HIGH

GPS-CLK-01 n PTP . NTP

CCTV-NVR01

UNK-10.20.4.87
C-05 remote access

€06 vendor VPN

€07 - BOP

ENG-WKS-01(L3)

HIST-L3-01

Asset Inventory Zones & Conduits

The Chapter Ill register as a living object. Accountable owner and criticality are first-class Chapter IV asks an operator to prove trust-level segmentation, not describe it. Declared
columns because the regulation asks for them — and completeness against each field is zones and permitted conduits are continuously tested against observed traffic, and every
tracked, since an incomplete register is a failed control. mismatch becomes a dated finding.
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Deciding what to touch first — and asking why

Open - impact-ranked . LIVE Operational query K

61 open findings — ordered by operational consequence Rank: ASTRICS impact  CVSS 88 Bulk assign

incoming line at Hoskote tips this week, what a ta — and is anything about it going to
audit?
RANKED BY CV$ ASTRICS IMPACT RANKING
Read 4 asset records
5 CCTVNVROL
Traversed the depende
R Firmuare drf trom approved
Ghecked 2 compli

- Risk Queue PRINT-SRV-02 q Enginesring station dusk-homed

to corporas » Ranked by ea ding deadline

PLC-ACS00 x7 Unsupported firmware, vendor
EOS declared

;2 RELAY-102 Undeclared Modbus write path

65 ENGWKSOL Y e montalie Firmware baseline record

Dependency: protects TRF-01
fig backup bes i
T WEINE LEYORS BORCY Live dispatch on Bus-01
+ Assistant
Open RELAY-102 s 12 ral Ch. Vi control mapping
RCE in NVR firmware
Finding ledger AF-2026-041

Auth bypass in HMI package

Read context and answer + ENABLED
Draft a change request ENABLED
Update asset metadata ® ON REQUEST

Write to a control device

Risk Queue Operational Assistant

The same vulnerability data everyone has, ordered by what it would cost this operator. The An on-premises assistant that cites the record behind every claim and shows the context it
two highest CVSS scores in the estate rank 18th and 27th here — because consequence, read. Writes to control devices are not a permission it can be granted — that path does not
not severity, decides the work. exist in the product.
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From six correlated events to a statutory submission

INV-2026-0311 . LIVE INC-2026-0188

Investigation — firmware change on RELAY-102 T (i) ok | add winckient 4 INC-2026-0188 — unapproved firmware on critical protection relay Reclassify Escalate to ASTRA SOC

22:12 -

ot sabotage

Kamataka Power Transmission Corp. Ll
+ DoNE 0802
RELAY-102 - 132KV line protection
VeN-OT-GW [T p—
Unauthorised co
UMP-DMZ01
_ ; 08:02:55 IST, 03 Sep
s ) Sp—
i ? . 08:58:12 IST — VPN authenticatio
RELAY-102 o a > svc_abb.fs from 203.0.113.44
A None realised - 42 MW exposed
S PHOC AT \ . o rotection relays
VPN account suspended 08:11
Switches & gateways 3
ASTRICS

The reconstruction: . 3 ; ence IDENCE ATTACHED AUTOMATICALLY
event-timeline-INC-0188 json
‘asset-record-RELAY-102.pdf

config-diff-ve.1.3-va2.1.txt
dependency-impact-TRF-0L pdt

vpn-session-log-sve_abb_fs.csv

Events & Syslog Statutory Incident Response

Native collection, retention and correlation — no second logging product, and no CEA 2026 allows six hours to notify CSIRT-Power and CERT-In. The clock, the workflow
dependency on another vendor's asset data being right first. Correlation runs on the asset and the submission all run inside the platform, assembled from context already held.
model, not on hosthames matching across log sources.
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Deploy it your way.
License it simply.

DEPLOYMENT MODELS

. On-premises No feature paywalls

Understand, Govern, Protect, Orchestrate and Assure travel together as one
v Private cloud platform.
No per-tool sprawl
Built-in Syslog and event analytics replace the need for a separate logging
product.

‘ Hybrid architectures

. Distributed multi-site, centrally managed Scales with your estate
Licensing reflects sites and environments, not artificial technical caps.

Air-gapped deployment is supported for qualifying environments — ask your ASTRICS Detailed licensing tiers and pricing are provided directly by your ASTRICS account team.
team for site-specific guidance.

Open, API-first integration lets ASTRICS share operational intelligence with the SIEM, ITSM and identity

Sits alongside your stack — notin platforms your teams already use.
. Confirmed integration partners and supported protocols are detailed in the current Technical Integration Guide, available on
place of it. vy i
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ASTRICS

Understand First.
Secure Better. 3 P

Built in India. Proven in the field. Designed for the industrial wor'ld.

ONE PLATFORM - ONE LANGUAGE - ONE SOURCE OF TRUTH

Industrial cybersecurity isn't just about discovering assets or detecting threats
understanding operations.

- - - A
e ————
See ASTRICS against your own environment. Book a walkthrough with the ASTRICS team and bring - L i —t
site's worth of questions. G /A 91"‘; foon 2
- - o
b - L} . - 7 .
| . T 3
_ astracyber.one . nikhil@astracyber.one g L 't
. -4 -~ |
= ‘
- o
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